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Industrial Cybersecurity Centres Integrated Internationally

Sopra Steria has established several high level cybersecurity Centres

In Asia and around the world (Singapore, France, United Kingdom), capable of
protecting the most complex and international organisations. They can also
outsource all or part of their security functions in an industrial and integrated
model.

In France, the Cybersecurity in Toulouse, gathers more than 150 experts and
brings together the most advanced technology to prevent, detect and respond to
attacks in an optimal way, exchanging and working closely with the Singapore and PROTECTION
UK CyberSecurity Centre.

A global approach based on a specific methodology of management by risk
IPPCoR

Strategy, Risk & Governance Audit & Compliance Cyber Monitoring
»  Strategy/ISMS *  Regulation compliance « SIEM / SOC

Risk analysis « IS compliance *  APT detection
»  Security policy »  Organisational audits *  NGIPS / HIPS
*  CISO consulting *  Penetration testing *  Security watch / CERT
« Business continuity *  Vulnerability Management « Forensic

«  Crisis Management

Data Protection Digital ID
«  Classification « CMS/IAM/ PKI
»  Cryptography Electronic signature

< DLP *  Biometry / eID
» Access and privilege management

An “as a service” security services catalogue

All our services are provided in the form of a catalogue of work units enabling the measurement of value
on the basis of tangible deliverables

Rightsecurity: A Seamless Services Model A Continuous Innovation Approach
+ A Right Delivery Model Flexible and Evolutive, Combing A cybersecurity innovation lab
Proxity and Industrialisation » A strong R& D partnership with Cea Tech to develop
+ Adapted to clients” demands and maturity advanced cybersecurity detection and reaction tools.
+ Capable to support your transformation * Box@PME: a collaborative solution to protect
innovation SMBS and the supply chain of sensitive

Our Cybersecurity Centres

» “Right Security Service”: Global Security and Risk
Governance based on Sopra Steria IPPCoR
methodology and delivered through a service

businesses

CONSULTING TEGRA
catalogue = ) Ul
« 24/7 service cover worldwide
. . CLOSE CLEENT SUPPORT
° Securlty <<as a service>> ;';:wnnss..%moxa.-nmcnwimﬂcs

RIGHT SECURITY

CYBERSECURITY CENTRES
DEDICATED OR MUTUALISED TEAMS.

The world is how we shape it
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Industrial Security

Sopra Steria Asia is positioning as the
leader in integration and monitoring of
security solutions for industrial, SCADA
. ) ) and OT (Operational Technology)
SeCUﬂTy Monitoring (SOC Systems, supported by strong
partnerships with editors of best
solutions on the market.

Data Leakage Prevention

Prevention against Data Leakage is becoming

Sopra Steria accompanies you in the
implementation and monitoring of
detection and response solutions:
Advanced SOC (SIEM), Threat Intelligence
and Security Watch to improve and keep
up-to-date detection tools and processes

against new identified threats. more and more important for organisations in
order to discover, monitor and protect the flow
of sensitive, confidential or business data.
Sopra Steria provides a complete range of DLP
services, from the consulting to products
deployment and monitoring.

Enjoying a strong team of
Sopra Steria Asia supports organisations
in the definition of their

Identity & Access management

according to identified external & internal
risks.

Efficient Identity & Access Management (IAM) and
Privileged Accounts Management (PAM) are now a
‘Must Have’ for Governmental and private

organizations. Sopra Steria insures proper solutions

deployment and configuration to increase data
For more information > security & end-user satisfaction.
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About Sopra Steria

Sopra Steria, a European leader in consulting, digital services and software development, helps its clients drive their digital
transformation to obtain tangible and sustainable benefits.

It provides end-to-end solutions to make large companies and organisations more competitive by combining in-depth knowledge

of a wide range of business sectors and innovative technologies with a fully collaborative approach. Sopra Steria places people at
the heart of everything it does and is committed to making the most of digital technology to build a positive future for its clients.

The world is how we shape it.

For more information,

please visit our website www.soprasteria.com or www.soprasteria.sg

Contact us @ sales.asia@soprasteria.com

E EE Sopra Steria Asia Pte Ltd

3 Fusionopolis Way, Symbiosis, #12-20, Singapore 138633
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https://twitter.com/soprasteria_SG
https://www.facebook.com/soprasteriaasia/
https://www.youtube.com/user/SteriaGroup
https://fr.linkedin.com/company/soprasteria
http://www.soprasteria.com/
http://www.soprasteria.sg/
mailto:sales.asia@soprasteria.com
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