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Introduction

As an executive, manager, or analyst, you’re well aware that 
knowledge is power and that data properly analyzed on a 
timely basis provides the insight necessary to make well-

informed decisions and achieve a competitive advantage. Today, 
organizations have a much greater collection of more  relevant 
data than ever before. This includes a diverse range of sources, 
internal and external, including data marts, cloud-based applica-
tions, and machine-generated data.

Unfortunately, the data warehouse architecture of the past 
30 years continues to strain under the burden of extremely large, 
diverse data sets. Analysts often wait 24 hours or more for data 
to flow into the data warehouse before it’s available for  analysis. 
They can wait even longer for complex queries to run on that 
data. In many cases, the storage and compute resources required 
to process and analyze that data are insufficient. This leads to 
systems hanging or crashing. To avoid this, users and workloads 
must be queued, which results in even longer delays. In more 
recent times, alternative approaches have emerged, such as vary-
ing forms of the data lake. Yet, these solutions have brought their 
own limitations.

To remain efficient and competitive, organizations must be able 
to harness the power of the vast amounts of data constantly being 
generated and conduct complex analysis on that data. Fortu-
nately, the commercialization of cloud computing emerged more 
than ten years ago and offers advances in computer hardware, 
architecture, and software that can help your organization meet 
this challenge and exceed your expectations.

About This Book
Welcome to the second edition of Cloud Data Warehousing For 
Dummies, where you discover how your organization can tap the 
power of massive amounts of data conveniently and affordably to 
enhance efficiency and transform raw data into valuable business 
intelligence.
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More data opens the door to more and bigger opportunities, 
which are almost always accompanied by equally big challenges. 
To take advantage of these big opportunities, you need to imple-
ment a data warehouse solution that can store and organize data 
in diverse formats, provide convenient access to it, and improve 
the speed at which you can analyze it. And it must be done as 
cost-effectively as possible. This book shows you how.

Icons Used in This Book
Throughout this book, the following icons highlight tips, impor-
tant points to remember, and more:

Tips guide you to easier ways to perform a task or better ways to 
use cloud data warehousing in your organization.

This icon highlights concepts worth remembering as you immerse 
yourself in the understanding and application of cloud data 
warehousing.

The case studies in this book reveal how those organizations 
applied cloud data warehousing to save money and significantly 
improve the speed and performance of their data analytics.

Beyond the Book
If you like what you read in this book and want to know more, we 
invite you to visit www.snowflake.com, where you can find out 
more about the company and what it offers, trial Snowflake for 
free, obtain details about different plans and pricing, view webi-
nars, access news releases, get the scoop on upcoming events, 
access documentation and other support, and get in touch with 
them — they’d love to hear from you!



CHAPTER 1  Getting Up to Speed on Cloud Data Warehousing      3

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Chapter 1

IN THIS CHAPTER

 » Exploring data warehousing: past to 
present

 » 8ndeUVtandinJ tKe EeneȴtV oI a cloXd 
data warehouse

 » 5ecoJni]inJ wKeUe cloXd data 
waUeKoXVinJ ȴtV in toda\ȇV econoP\

Getting Up to Speed on 
Cloud Data Warehousing

In one form or another, cloud computing and software-as-a- 
service (SaaS) have been around for decades. But cloud data 
warehouse-as-a-service (DWaaS) has only recently emerged as 

an alternative to conventional, on-premises data warehousing 
and similar solutions. Why now? What’s changed? In this chapter, 
we answer these questions, and more.

�e begin by defining what a data warehouse is and explore the 
evolution of data warehousing to show how this technology made 
its way to the cloud. Then we look at how organizations can benefit 
from cloud ��aaS and explain why more companies rely on cloud 
data warehousing to compete in today’s data-driven economy.

'eȴninJ tKe 'ata :aUeKoXVe
A data warehouse is a computer system dedicated to storing and 
analyzing data to reveal trends, patterns, and correlations that 
provide information and insight. Traditionally, organizations have 
used data warehouses to store and integrate data collected from 
their internal sources (usually transactional databases), including 
marketing, sales, production, and finance. The data warehouse 
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emerged when companies realized that analyzing data directly 
from those transactional databases slowed (and even crashed) 
them under the strain of their normal transaction activity and the 
workloads necessary to analyze that data. Hence, all that data was 
duplicated in a data warehouse for analysis, leaving the database 
to focus on transactions.

\ver the years, data sources expanded beyond internal business 
operations and external transactions. They now include exponen-
tially greater volumes, variety, and velocity of data from websites, 
mobile phones and apps, online games, online banking apps, and 
even machines. Most recently, organizations are capturing huge 
amounts of data from Internet of Things (IoT) devices.

7Ke EYolXtion oI 'ata :aUeKoXVinJ
6istorically, businesses collected data in well-defined, highly 
structured forms at a reasonably predictable rate and  volume. 
Even as the speed of older technologies advanced, data access 
and  usage were carefully controlled and limited to ensure 
 acceptable  performance for every user, thanks to the scarcity of 
on-premises computing power and storage and the difficulty of 
increasing those resources. This required organizations to  tolerate 
very long analytics cycles.

Times have changed ɞsee ,igure  ȩ-ȩɟ. �dvances in technology 
mean organizations can make significant business decisions 
backed by large amounts of data.

FIGURE 1-1: Traditional systems caused the cloud data warehouse to emerge.
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It isn’t just market leaders or mature companies. Smaller, nimble 
market entrants continue to transform well-established indus-
tries within months or just a couple of years. They’re doing so 
with data to reveal opportunities and develop products and ser-
vices that change how retail and business vendors engage their 
customers.

5ecoJni]inJ tKe liPitationV oI 
 conYentional data waUeKoXVinJ
Conventional data warehouses weren’t designed to handle the 
volume, variety, and velocity of today’s data. Newer systems 
designed to address these shortcomings struggle to accommodate 
the data access and analysis organizations now require. Today’s 
challenges reveal:

 » Data sources are more numerous and varied, resulting in 
more-diverse data structures that must coexist in a single 
location to enable exhaustive and a΍ordable analysis�

 » Traditional architectures inherently cause competition 
between users and data integration activities, making it 
difficult to simultaneously load new data into the data 
warehouse and provide users with adequate performance.

 » Loading data in batches at specific intervals is still common, 
but many organizations require continuous data loading 
(microbatching) and streaming data (instant loading).

 » Scaling up a conventional data warehouse to meet today’s 
increasing storage and workload demands, when possible, is 
expensive, painful, and slow.

 » The more recent, alternative data platforms are often 
complex, requiring specialized skills and lots of tuning and 
configuration� This worsens with the growing number and 
diversity of data sources, users, and queries.

7ecKnoloJ\ and deViJn to tKe UeVcXe
The good news is that technology and data warehousing architec-
ture (the design and building blocks of the modern data warehouse) 
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have evolved to address the demands of the data-driven economy 
with the following innovations:

 » 7Ke cloXd� A key factor driving the evolution of the modern 
data warehouse is the cloud. This creates access to near-
infinite, low-cost storage� improved scalability� the outsourc-
ing of data warehousing management and security to the 
cloud vendor� and the potential to pay for only the storage 
and computing resources actually used.

 » 0aVViYel\ paUallel pUoceVVinJ �033�� MPP, which involves 
dividing a single computing operation to execute simultane-
ously across a large number of separate computer proces-
sors, emerged in the early 2000s. This division of labor 
facilitates faster storage and analysis of data when software 
is built to capitalize on the approach.

 » &olXPnaU VtoUaJe� Traditionally, databases stored records 
in rows, similar to how a spreadsheet appears. For example, 
this could include all information about a customer or a 
retail transaction. Retrieving data the traditional way 
required the system to read the entire row to get one 
element. This is laborious and time-consuming. With 
columnar storage, each data element of a record is stored 
in a column� With this approach, a user can Tuery Must one 
data element, such as gym members who have paid their 
dues, without having to read everything else in that entire 
record, which may include each member’s ID number, 
name, age, address, city, state, payment information, and 
so on� This approach can provide a much faster response 
to these kinds of analytic Tueries�

 » 9ectoUi]ed pUoceVVinJ� This form of data processing for 
data analytics (the science of examining data to draw 
conclusions) takes advantage of the recent and revolution-
ary computer chip designs� This approach delivers much 
faster performance versus older data warehouse solutions 
built decades ago for older, slower hardware technology.

 » Solid Vtate dUiYeV �SS'V�� Unlike hard disk drives (HDDs), SSDs 
store data on ȵash memory chips, which accelerates data 
storage, retrieval, and analysis. A solution that takes advantage 
of SSDs can deliver significantly better performance�

For more about advances in technology and other trends driving 
the evolution of data warehousing, see �hapter Ȫ.
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ΖntUodXcinJ tKe cloXd data waUeKoXVe
�loud data warehousing is a cost-effective way for companies to 
take advantage of the latest technology and architecture without 
the huge upfront cost of purchasing, installing, and configuring the  
required hardware, software, and infrastructure. The various 
cloud data warehousing options are generally grouped into three 
categories:

 » 7Uaditional data waUeKoXVe VoItwaUe deplo\ed on cloXd 
inIUaVtUXctXUe� This option is similar to a conventional, 
on-premises data warehouse because it reuses the original 
code base. You still need IT expertise to build and manage 
the data warehouse. Although you don’t have to purchase 
and install the hardware and software, you might still have 
to do significant configuration and tuning and perform 
operations, such as regular backups.

 » 7Uaditional data waUeKoXVe KoVted and PanaJed in tKe 
cloXd E\ a tKiUd paUt\ aV a PanaJed VeUYice� With this 
option, the third-party provider supplies the IT expertise, but 
you’re still likely to experience many of the same limitations 
of a conventional data warehouse. The data warehouse is 
hosted on hardware installed in a data center managed by 
the vendor. This is similar to what the industry referred to as 
an application service provider (ASP). The customers still must 
specify in advance how much disk space and compute 
resources (CPUs and memory) they expect to use.

 » A true SaaS data warehouse: With this option, often 
referred to as DWaaS, the vendor delivers a complete cloud 
data warehouse solution that includes all hardware and 
software, and nearly eliminates all of the tasks related to 
establishing and managing the performance, governance, 
and security required with a data warehouse. Clients 
typically pay only for the storage and computing resources 
they use, when they use them. This option should also scale 
up and down on demand by adding unlimited amounts of 
computing power dedicated to each workload, while an 
unlimited number of workloads operate concurrently 
without impacting performance.

For a more detailed comparison of cloud data warehousing solu-
tions, turn to �hapter ȭ.
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:K\ <oX 1eed a &loXd 'ata :aUeKoXVe
Any organization depending on data to better serve its customers, 
streamline its operations, and lead its industry will benefit from 
a cloud data warehouse. Unlike massive, traditional data ware-
houses, the cloud means businesses big and small can size their 
data warehouse to meet their needs and their budget, and dynam-
ically grow and contract their system as things change from day 
to day and year to year.

Here are a few areas where cutting-edge cloud data warehouse 
technology can significantly improve a company’s operationsɉ

 » &XVtoPeU e[peUience� Monitoring end-user behavior in real 
time can help organizations tailor products, services, and 
special o΍ers to the needs of individual consumers� With 
customer sentiment analysis, companies better understand 
customers by analyzing massive amounts of social media 
postings, tweets, and other online activity.

 » 4Xalit\ aVVXUance� Organizations can also use streaming 
data to monitor for early warning signs of customer service 
issues or product shortcomings. They can take action in 
minutes or hours, instead of days or weeks, which was not 
possible when the only data source was call center com-
plaint logs.

 » 2peUational eɝcienc\� Operational intelligence (OI) consists 
of monitoring the business and analyzing events to identify 
where an organization can reduce costs, boost margins, 
streamline processes, and respond to market forces more 
rapidly. By relieving your organization of managing a data 
warehouse, you can focus on analyzing data.

 » Innovation: Instead of only checking the rear-view mirror to 
understand an industry’s recent past, companies can use 
new sources of data and data analytics (predictive, prescrip-
tive, machine learning) to spot and capitalize on trends, 
thereby disrupting their industry before an unknown or 
unforeseen competitor does so first�

Nearly all of a company’s data is stored in a multitude of  disparate 
databases. The key questions to ask are: How accessible is that 
dataɑ 6ow much will it cost to extract, store, and analyze all 
of it? What will happen if you don’t? This is where cloud data 
 warehousing comes into play.
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Chapter 2

IN THIS CHAPTER

 » Adapting to increasing demands for data 
access and analytics

 » Adjusting to how data is created and 
used today

 » Tackling the challenges with new and 
improved technologies

Learning Why 
the Modern Data 
Warehouse Emerged

Cloud data warehousing emerged from the convergence of 
three maÛor trends — changes in data sources, volume, and 
variety; increased demand for data access and analytics; and 

technology improvements that significantly increased the effi-
ciency of data storage, access, and analytics. 9n this chapter, we 
describe these trends in greater detail and reveal how a data ware-
house can take advantage of the benefits of cloud to address them.

Looking at Trends in Data: Volume, 
Variety, and Velocity

�hen we talk about data in this book, we’re talking petabytes.  
\ne petabyte is eăual to ȩ million gigabytes. That’s eăual to 
about ȭ00 billion pages of standard, printed text or ȭȰ,333 high- 
definition movies, each approximately two hours in length.  
�ata pours in from the daily operations of a business, from people 
using websites and software applications on their mobile devices, 
and from the daily activity of digital and mechanical devices.
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9n this section, we focus on changes in data, and data use, that 
have led to demand for cloud data warehousing.

Managing the data tsunami
9n the not-so-distant past, businesses generally managed data 
that was entered manually into the system by human beings. They 
also may have had data from external sources, such as customers, 
clients, and partners. The amount of data was relatively small and 
predictable, and the data was stored, managed, and secured in a 
company’s data center, now known as an on-premises method.

Today, the business world is experiencing a data tsunami, with 
data available from a variety of sources already mentioned in this 
book and other sources too numerous and varied to list. The vol-
ume and variety of this data can ăuickly overwhelm a conventional, 
on-premises data warehouse and often causes data processing and 
analysis to hang or even crash the system, due to an overload of 
users and the workloads they process at any given time.

�dapting to the exponential increase of data reăuires a fresh 
 perspective ɞsee ,igure  Ȫ-ȩɟ. The conversation must shift from 
how big an organization’s data warehouse must be to whether it 
can scale cost-effectively, without friction, and on the order of 
magnitude necessary to handle massive volumes of data.

The use cases that cloud data warehousing has sparked continue 
to emerge. ,or example, SaaS-born companies and big enter-
prises that use the cloud to store their data are monetizing (sell-
ingɟ that data. They package it as a service and sell it to other 
organizations keen to make even better business decisions from 
the deepest possible insights.

FIGURE �-1: The modern data warehouse enables all data for all users.
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%eneȴtinJ IUoP data EoUn in tKe cloXd
\rganizations have experienced a rapid adoption of SaaS, includ-
ing customer relationship management ɞ�mQɟ software, enter-
prise resource planning ɞ"miɟ software suites, advertising buying 
platforms, and online marketing tools, to name Ûust a few. Thanks 
to the cloud, new SaaS companies can set up shop for the price 
of a laptop or two. These SaaS products create huge amounts of 
valuable data stored in the cloud. 9n addition, organizations real-
ize SaaS vendors provide better security than what’s possible in 
their own on-premises data centers.

�emand for SaaSɖcloud applications has also grown. "ase of 
deployment pales to what on-premises applications require to get 
up and running. 9n the past, a company may have operated only 
five to ten significant enterprise applications that generated data. 
Sow, it’s normal for even midsize organizations to have hundreds 
or even thousands of applications, each with the potential of cre-
ating its own data silo — marketing data in one system, finance in 
another, product information in yet another — and none of them 
integrated for complete and optimal analysis.

�ith the maÛority of an organization’s data now in the cloud, the 
natural place to integrate this data is also in the cloud. �ith cloud 
data warehousing, you’re no longer forced to pull it inside your 
data center, which is expensive and time-consuming and makes 
less sense as the amount of cloud-native data grows.

Using machine-generated data
Machine-generated data is a key topic related to the Internet of 
Things (IoT)  — an endless collection of devices that communi-
cate data via the 9nternet, including smartphones, thermostats, 
refrigerators, oil rigs, home security systems, smart meters, and 
much more. �ata collected and analyzed from 9oT devices can 
enhance products and processes, monitor eăuipment, and predict 
needed maintenance to avoid failure.

But a lot of machine-generated data has a poor signal-to-noise 
ratio. 9t contains valuable data but also a lot of ɩnoise.ɪ Therefore, 
you often must store all of it to find the valuable bits. 9n addition, 
a growing share of this data originates outside your data center. 
This makes cloud, and its near-infinite scalability, the natural 
location for storing and integrating this data.
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Experimenting with data exploration
�nalyzing data starts with data exploration  — identifying 
interesting and valuable connections and serving them up to data 
users in the form of reports and analytics. �lthough data explo-
ration isn’t a new concept, the growth in data volume makes it a 
more resource-intensive exercise.

�ata exploration often involves large data sets. 9t’s also often 
experimental in nature, which complicates the m\9 assessment 
needed to support the significant upfront cost of deploying a tra-
ditional, on-premises data warehouse. 9n response, the cloud can 
enable a data warehouse to scale up and down as needed and offers 
a pay-for-use model that lets organizations avoid the question of 
whether or not to make an expensive, upfront commitment.

Introducing data lakes
The growing need to have massive amounts of raw data in  different 
formats, all in a single location, spawned what’s now considered 
the legacy data lake. \rganizations ăuickly realized that these 
solutions were cost prohibitive, since transforming that data and 
extracting valuable insight from it was nearly impossible.

But the original interest in data lakes made it clear that companies 
wanted to store all of their data in one location at a reasonable 
cost. �y adding a modern cloud data warehouse to your  existing 
data lake, or building your data lake within the data warehouse, 
you can easily achieve that original vision for the data lake: 
cost-effectively loading, transforming, and analyzing unlimited 
amounts of structured and semi-structured data — with near-
unlimited storage and compute resources.

Exploring Trends in Reporting  
and Analytics

�ata-driven decision-making is no longer relegated to the execu-
tive team or data scientists. 9t’s now used to improve nearly every 
operational aspect of a company. �ut this increasing demand 
for data access and analytics across an organization can slow or 
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crash a system as workloads compete for storage and compute 
resources from traditional data warehouses. "fficiency drops, 
which requires companies to invest more time and money in 
additional infrastructure to maintain the system.

9n this section, we identify some of the trends changing how peo-
ple access and use data and how those trends drive the need for 
modern, built-for-the-cloud data warehouse solutions.

8VinJ elaVticit\ to enaEle anal\ticV
Here are a few scenarios where cloud-built elastic data warehous-
ing can make it possible to do more with data:

 » Data exploration has many benefits� But no one really knows 
in advance the compute resources needed to analyze huge 
data sets, making on-demand, elastic scalability ideal for this 
kind of analysis�

 » Ad hoc data analysis, which emerges all the time, answers a 
single, specific, business Tuestion� Dynamic elasticity and 
dedicated resources for each workload enables these 
Tueries without slowing down other workloads�

 » Event-driven analytics demand constant data� They incorpo-
rate new data to update reports and dashboards on a 
continual basis, so senior managers can monitor the 
business in real time or near-real time� Ingesting and 
processing streaming data reTuires an elastic data ware-
house to handle variations and spikes in data ȵow�

Replacing exhaustive preplanning  
with rapid iteration
Entrepreneurs typically have two paths to follow when ensur-
ing the marketability of a new ideaɉ exhaustive preplanning or 
rapid iteration. The first option is a traditional, time-consuming 
process that involves thinking through an opportunity or a new 
product idea, kicking ideas back and forth, and hoping it creates 
consumer demand. mapid iteration involves ăuickly testing the 
idea in the market to iterate over and over until a viable version of 
the product shows success. ,rom there, the process begins again.
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mapid iteration has emerged as the more effective process for 
dismantling established competitors and altering how an entire 
industry does business. �ut it reăuires high-speed collection 
and analysis of large amounts of accurate data to be successful. 
Advances in cloud data warehousing and analytics have made 
rapid iteration more practical, while preserving data accuracy.

MEETING INCREASED DEMAND 
FOR DATA ANALYTICS
-ana provides free, unrestricted Internet access to more than  
��  million smartphone users in more than �� emerging markets�  
With its mCent Android app, -ana shifts the cost of mobile Internet 
from customers to more than 4,000 brands via sponsored content.

When new, branded content or mCent features are introduced, Jana 
analyzes and measures key metrics, including user attention, lifetime 
user value, and key performance indicators �.PIs��

As Jana and its data grew, the company’s initial analytics architecture 
could no longer efficiently serve its business� Queries slowed and 
table scans became unfeasible� Adding capacity and backup systems 
and administering -anaȇs open source data repository reTuired more 
and more administration time.

As illustrated in the figure, -ana upgraded most of its data platform 
components to streamline its system with a cloud-built data ware-
house to overcome these barriers and gain the following benefits:

• .eep pace with the business demands of processing and analyzing 
a rapidly growing stream of disparate data.

• Encourage an increased use of analytics throughout the company; 
80 percent of Jana’s employees access the data warehouse.

• Significantly reduce administration overhead�

-anaȇs transformation to a faster, cheaper, and more e΍ective data 
warehouse.
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EPEeddinJ anal\ticV
,or many companies, analytics operate as a separate and distinct 
business process. �ut a growing trend is to build analytics into 
business applications, which are increasingly built in the cloud. 
These applications handle significant variability in the number 
of users that query the applications and the number of queries 
ɞworkloadsɟ users run to analyze that data. The cloud facilitates 
data transfers from cloud-based applications to the organiza-
tion’s cloud data warehouse, where its scalability and elasticity 
can better support fluctuations in users and workloads.

Technology Musts for Any Modern  
Data Warehouse

Technology innovations can improve data warehousing and ana-
lytics with regard to availability, simplicity, cost, and perfor-
mance. 9n this section, we focus on the key technologies that 
should be part of any modern data warehouse.

Cloud
The properties of the cloud make it particularly well-suited for 
data warehousing. �e’ve mentioned these in other contexts, but 
it’s important to know they came from the cloudɉ

 » Unlimited resources: Cloud infrastructure delivers near-
unlimited resources, on demand, and within minutes or 
seconds. Organizations pay by the second only for what they 
use, making it possible to dynamically support any scale of 
users and workloads without compromising performance�

 » Save money, focus on data: Companies that choose a 
cloud-built solution avoid the costly, up-front investment of 
hardware, software, and other infrastructure, and the costs 
of maintaining, updating, and securing an on-premises 
system. They instead focus on analyzing data.
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 » Natural integration point: By some estimates, as much as 
80 percent of the data you want to analyze comes from 
applications outside your companyȇs data center� Bringing that 
data together in the cloud is easier and cheaper than building 
an internal data center because you don’t have to buy millions 
of dollars’ worth of hardware and software up front and then 
pay technical sta΍ to maintain those resources�

Columnar storage, processing
�s mentioned earlier, columnar storage significantly improves 
the efficiency and performance of data storage, retrieval, and 
analysis, enabling ăuicker access to results for system users.

Solid state drives (SSDs)
�nlike hard disk drives ɞ6��sɟ, SS�s store data on flash memory 
chips, which accelerate data storage, retrieval, and analysis. These 
improvements augment the computing power of data warehouses 
architected to use SS�s effectively.

NoSQL
NoSQL, short for not only structured query language (SQL), describes 
a technology that enables the storing and analyzing of newer 
forms of data, such as data generated from machines and from 
social media, to enrich and expand an organization’s data analyt-
ics. Traditional data warehouses don’t accommodate these data 
types very well. Therefore, newer approaches, such as ES\S, �vro, 
and �QI, have emerged in recent years to handle these ɩsemi-
structuredɪ data forms.

Some of these SoSlI systems were designed with the intent to 
replace traditional data warehouses but ended up complementing 
them only. To get value from semi-structured data, organizations 
often have to extract and transform data from a SoSlI system 
and load it into a traditional data warehouse for easy access by 
business users. �s a result, this adds another layer of complexity 
and cost for companies ɞsuch as Eanaɕ see the earlier case studyɟ 
that attempt to capitalize on the benefits of both types of systems.

Therefore, the modern cloud-built data warehouse must incor-
porate, and optimize for, the ingestion and ăuery of structured 
ɞtraditionalɟ and semi-structured data formats so organizations 
avoid paying for and managing two systems.
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Chapter 3

IN THIS CHAPTER

 » &KooVinJ tKe UiJKt data waUeKoXVe 
VolXtion

 » Getting a high performance-to-price ratio

 » 0akinJ data VecXUit\� pUotection� and 
JoYeUnance a pUioUit\

The Criteria for 
Selecting a Modern 
'atab:aUeKoXVe

The trends discussed in �hapter Ȫ have led to a need and an 
opportunity for a new kind of data warehouse — one built 
for the volume, variety, and velocity of today’s data, and for 

the new ways organizations use their data. Such a solution must 
take advantage of key technology innovations, including the cloud.

�hen you’re in the market for a data warehouse, a checklist of 
criteria will help determine which alternative best meets your 
needs. �onsider this chapter your checklist for finding the best 
data warehouse solution for your organization.

0eetV &XUUent and )XtXUe 1eedV
True elasticity has its business benefits, but there’s more to that 
story. �ou should be able to scale both compute resources and 
storage independently, so you are not forced to add more storage 
when you really Ûust need more compute, and vice versa. These 
are key capabilities of an elastic data warehouse.
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StoUeV and ΖnteJUateV $ll 'ata  
in One Place

Sontraditional, or semi-structured data, as discussed in  previous 
chapters, can enrich the insight of data analytics beyond the 
 limits of traditional data. �ut this reăuires a new approach to 
loading and transforming these new data types before an orga-
nization can analyze that data. Qost traditional data warehouses 
sacrifice performance or flexibility to handle these data types. 
�  modern data warehouse should eliminate the need to design 
and model rigid, traditional structures up front that would reăuire 
 transforming semi-structured data before loading. 9t should also 
optimize ăuery performance against these data types while still 
in their native forms. \verall, the data warehouse should support 
diverse data with flexibility and avoid performance issues.

"fficiently loading all of your data into one location is crucial. 
�ut  integrating all of those diverse data types for more-precise 
analytics is something else. � modern data warehouse should 
automatically integrate your semi-structured data, once confined 
to SoSlI systems, with structured data inherent to a traditional, 
corporate relational database. There should be nothing to install 
and configure, and tuning and performance should be built in. 
Qost importantly, you shouldn’t have to maintain and pay for two 
separate systems to manage all of your data.

SXppoUtV E[iVtinJ SkillV� 7oolV� 
andbE[peUtiVe

Traditional data warehouses are outdated only because the 
 technology spans four decades and is not easily re-engineered for 
the cloud. That also means the language they rely on, SlI, remains 
an industry mainstay. �ecause of this, there exists a broad array 
of mature and emerging data management, data transformation, 
 integration, visualization, business intelligence, and analytics tools 
that communicate with a SlI data warehouse. The well-established 
role of standard SlI also means a huge number of people have 
SlI skills.
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Traditional data warehouses support SlI but don’t support 
the capabilities needed to effectively store and process semi- 
structured data. Qany organizations have therefore turned to 
alternative approaches, such as SoSlI solutions. The limitations 
of these systems pose another problem. They reăuire specialized 
knowledge and skills that aren’t broadly available and might not 
support SlI. � modern data warehouse should be architected with 
leading technology but built on inclusive and established stan-
dards ɞsuch as SlIɟ, and should be compatible with other skills 
and tools commonly available in the industry, such as Spark, 
iython, and m computing languages.

ANALYZING DISPARATE DATA
Chime is smarter banking for the mobile generation. Chime gathers 
and analyzes data across mobile, web, and back-end server platforms 
to enhance its members’ experiences while delivering value to its 
business.

Analyzing key business metrics at Chime was laborious and 
involved gathering and analyzing data from a large number of 
 services, including Facebook and Google ad services. Chime also 
pulled events from other third-party analytics tools, most of which 
provided semi-structured data such as JSON.

Chime satisfied the following reTuirements with its new cloud data 
warehouse:

• Efficiently deliver structured and semi-structured data and make it 
available for Tuery in near real time, using standard SQL database 
tables.

• Simplify its data pipeline without the need to design a new model 
for every new data type loaded into its data warehouse.

• Scale up and down to meet workload demands and control costs.

• Integrate Tuickly and painlessly with third-party data analytics tools�

• Enable SQL instead of other options that reTuire complicated pro-
gramming languages to extract and analyze data.

Chime’s analysts now model more scenarios to enhance member ser-
vices, spend less time waiting on Tuery results, and spend more time 
analyzing data.
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SaYeV <oXU 2UJani]ation 0one\
� conventional data warehouse can cost millions of dollars in 
licensing fees, hardware, and servicesɕ the time and expertise 
reăuired to set up, manage, deploy, and tune the warehouseɕ and 
the costs to secure and back up data. 9n addition, building a data 
warehouse that meets the business reăuirements and takes full 
advantage of the volume and variety of today’s data is often cost 
prohibitive for any organization.

� modern data warehouse should meet these challenges at a much 
lower price point. ,or example, does it scale storage and com-
pute separately so you pay only for the resources you needɑ �oes it 
also scale workloads and concurrencyɑ �ill it support diverse data 
structures and integrate diverse data in one placeɑ �ill it experi-
ence minimal to no downtime and provide the choice of delivering 
upgrades automatically or in a staged formatɑ �nd finally, can it do 
all of this automatically without the complexity, expense, and head-
ache of manually tweaking and tuning the system to get the best 
performanceɑ ɞSee �hapter ȭ for comparing cloud data warehouses.ɟ

�ith cloud data warehousing, your service fee should cover 
everything for a small fraction of the cost of a conventional, on-
premises solution. �ut not all cloud-based solutions are the same. 
Their differences also determine how much a customer must pay, 
in one way or another, to gain valuable data insight.

3UoYideV 'ata 5eVilienc\ and 5ecoYeU\
Qany types of data warehouse failures can cause data loss or incon-
sistencies. Therefore, your data warehouse must keep your data 
safe, up to date, and available. Traditional data warehouses typi-
cally protect data by performing periodic backups, which consume 
valuable compute resources and interfere with ongoing workloads. 
ieriodic backups also reăuire additional storage and often fail to 
include the most recent data, resulting in data inconsistencies.

� modern data warehouse should manage itself when it comes to 
ensuring the durability, resiliency, and availability of the system. 
9t shouldn’t interfere with any ongoing workloads, degrade per-
formance, or result in service unavailability due to backup pro-
cesses running in the background. �nd it should be cheap, with 
clever ways to preserve your data without having to copy and 
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move it somewhere else. ,inally, having a multi-cloud architec-
ture gives you portability to relocate data and workloads as your 
business expands, both among geographic regions and among 
maÛor cloud vendors, such as �mazon, Qicrosoft, and .oogle.

SecXUeV 'ata at 5eVt and in 7UanVit
�ata security covers the following two main areasɉ

 » &onȴdentialit\� Preventing unauthorized access to data

 » ΖnteJUit\� Ensuring the data isnȇt modified or corrupted, itȇs 
properly governed, and Tuality remains

� modern data warehouse must also support multilevel role-based 
access control (RBAC). This ensures users have access only to the 
data they’re permitted to see. ,or better security, reăuire multi-
factor authentication (MFA). �ith Q,�, when a user logs in, the 
system sends a secondary verification reăuest, often to a mobile 
phone. The passcode sent to the phone must then be entered. This 
ensures that an unauthorized person with a stolen username and 
password cannot access the system.

�ata governance ensures a company’s data is properly accessed 
and used, and that all data is managed and safeguarded to thwart 
breaches and to comply with detailed regulations. 9t also reăuires 
rigorous oversight to maintain the ăuality of the data your company 
shares with constituents. �ad data can lead to missed or poor busi-
ness decisions, loss of revenue, and increased costs. �ata  stewards — 
charged with overseeing data ăuality — can identify when data is 
corrupt or inaccurate, when it’s not being refreshed often enough to 
be relevant, or when it’s being analyzed out of context.

"ncrypting the data, which means applying an encryption algo-
rithm to translate the clear text into cipher text, is another 
reăuired security feature. � bigger part of the solution is ɩkey 
management.ɪ \nce you encrypt your data, you’ll use an encryp-
tion key to decrypt it. 9n addition to protecting data, you have to 
protect the key that decodes the data. 6ow long do you use the 
same keyɑ �hat happens if the key is compromisedɑ �ll of this 
must be managed. The data warehouse should use a hierarchical 
key-wrapping approach, which encrypts the encryption keys, as 
well as a robust key-rotation process, which limits the number of 
times any single key is used.
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9n addition, the solution provider of a modern cloud data 
 warehouse must perform periodic security testing, known as  
penetration testing, to proactively check for vulnerabilities. The 
vendor must administer these measures consistently and auto-
matically without impacting performance.

,or a full discussion about cloud data warehouse security and 
governance, see �hapter Ȱ.

�hoose a data warehouse with industry-standard, end-to-end 
security. ,ind a solution that has passed security audits such as 
S\� ȩɖS\� Ȫ Type 99 and 9S\ɖ9"� Ȫȯ00ȩ.

StUeaPlineV tKe 'ata 3ipeline
The data pipeline refers primarily to the extract, transform, and load 
(ETL) processes that import data into the warehouse and in a  format 
that supports ăueries. � slow data pipeline forces users, such as 
analysts, to spend too much time waiting to access data. The rapid 
growth in the diversity, number, and size of nonrelational data 
streaming in from multiple sources compounds the problem.

� modern data warehouse should reduce the overall complexity of 
the process to move data through the data pipeline faster. Qodern 
solutions should be able to efficiently load semi-structured data 
in its native format and make it immediately available for ăuery 
without needing additional and intricate systems, such as SoSlI, 
to transform data. This allows users to immediately access data in 
the same way they ăuery a SlI database. Such solutions can pro-
vide access to new data exponentially faster, reducing the inges-
tion and transformation process from a day to less than an hour.

2ptiPi]eV <oXU 7iPe to 9alXe
�eploying a solution should not be a maÛor undertaking, and 
 crucial aspects that were once manual should be automated. Qost 
of all, the solution you choose should be available all the time to 
all users and encompass all data types at a fraction of the cost of 
traditional systems. Such a system should deliver immediate data 
insight to help streamline an organization and increase its ability 
to serve customers and lead its industry.
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Chapter 4

IN THIS CHAPTER

 » Compressing the time-to-value gap

 » Slashing storage and compute costs

 » Taking advantage of dynamic elasticity

 » Outsourcing administration and security

On-Premises versus 
Cloud Data Warehousing

When you’re in the market for a new data warehouse, the 
first choice to consider is where you want your data 
warehouse locatedɉ your organization’s data center or in 

the cloud and provided as software as a service ɞSaaSɟ. Traditional 
on-premises data warehousing is a mature, well-established tech-
nology designed long before the cloud became a viable platform. 
�ith the rapid adoption of cloud, there’s a need for data warehouse 
solutions that can take full advantage of what the cloud offers. 9n 
this chapter, we present the key considerations for cloud data ware-
housing as we compare it to traditional, on-premises systems.

Evaluating Time to Value
�eploying a conventional data warehouse ɞsee �hapter 3ɟ can take 
at least a year and extend to a multiyear proÛect before you extract 
insight from your data. The agility of business today means key 
stakeholders who support the proÛect, and key business and 
 technical enablers responsible for the proÛect’s success, might 
leave the team or the company before the proÛect goes live. Such a 
long cycle also exposes the proÛect to economic downturns, com-
pany revenue shortfalls, and the risk of never implementing the 
proÛect due to scope creep.
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9n addition, on-premises solutions aren’t geared to  handle today’s 
semi-structured data. That reăuires adding an open source, SoSlI 
platform, which adds another layer of complexity and lengthens 
the implementation phase of a new data warehouse.

�one right, a cloud data warehouse can be up and running in 
weeks or Ûust a few months. Therefore, most of the time reăuired 
to get up and running should be spent extracting data from your 
other data sources and configuring a front-end analytics tool to 
extract insight from the data warehouse.

Accounting for Storage and 
&oPpXtinJb&oVtV

\n-premises data warehouses are expensive in terms of hard-
ware, software, and administration. 6ardware costs can include 
the costs of servers, additional storage devices, data center space 
to house the hardware, a high-speed network to access the data, 
and the power and redundant power supplies needed to keep the 
system up and running. 9f your warehouse is mission  critical, add 
the costs for configuring a disaster recovery site.  \rganizations 
also freăuently pay  hundreds of thousands of dollars in software 
licensing fees  for data warehouse software and add-on pack-
ages. �dditional end-users, including customers and suppliers 
who  are given access to the data warehouse, can significantly 
increase those costs. Then add the ongoing cost for annual sup-
port contracts, which often comprise Ȫ0 percent of the original 
license cost. �dditionally, an on-premises data warehouse needs 
 specialized, information technology (IT) personnel to deploy and 
maintain the system. This creates a potential bottleneck when 
issues arise and keeps responsibility for the system with the 
 customer, not the vendor.

� cloud data warehouse replaces the initial �ap"x and ongoing 
cost of an on-premises system with simple \p"x usage-based 
pricing. �ou pay a monthly fee based on how much storage and 
computing resources you actually use. �onservatively speaking, 
the annualized cost for a cloud data warehouse solution can be 
one-tenth that of a similar, on-premises system.
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Sizing, Balancing, and Tuning
,or optimum performance, an on-premises data warehouse 
must be modeled, sized, balanced, and tuned, which reăuires a 
 significant up-front investment along with ongoing monitoring 
and administration costs. Such a configuration often includesɉ

 » Number and speed of central processing units (CPUs)

 » Amount of memory

 » Number and size of disks for required storage capacity

 » Input/output (I/O) bandwidth (a measure of how much data 
can be transferred at a given time)

 » A custom data model defining the warehouse structure, 
included data types, and update freTuency

�ith an on-premises data warehouse, organizations often size 
their system for peak usage, which may represent only a small 
period of the year. ,or example, a company may need the full 
power of the data warehouse only at the end of each financial 
ăuarter or year. �ut it must pay for that peak capacity ȪȬ hours a 
day, every day, because the system can’t easily scale up or down.

"lastic cloud data warehousing delivers two key advantagesɉ

 » The complexities and cost of capacity planning and  
administration ȃ sizing, balancing, and tuning the system ȃ 
should be built into the system, automated, and covered 
by the cost of your subscription�

 » The same goes for dynamically provisioning storage and 
compute resources on the ȵy to meet the demands of your 
changing workloads in peak and steady usage periods� 
Capacity is having whatever you need whenever you need it� 
But not all workloads are created eTual� An elastic cloud 
data warehouse lets you get very granular regarding what 
resources are allocated to which users and workloads�
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Considering Data Preparation  
and ETL Costs

�n on-premises data warehouse must extract data from all of 
your data sources. Then it must transform that data to adhere to 
the often rigid data structure inside the system before loading it 
into the warehouse. � key challenge includes adhering to a finite 
and expensive amount of processing capacity and storage. �s a 
result, data transformation must happen outside normal business 
hours to avoid competing with other data processing Ûobs. This 
is expensive. 9n addition, semi-structured data doesn’t arrive in 
consistent rows and columns inherent to traditional data struc-
tures. The data is also high-volume, high-velocity data.

The best cloud-built solutions can load semi-structured data 
directly without transforming it. These solutions can provide 
access to fresh data up to ȭ0 times faster than a traditional data 
warehouse. 9n addition, the lower cost of unlimited cloud storage 
provides data analysts access to all of the data instead of limiting 
them to periodic aggregates of that data.

OPTIMIZING A DATA PIPELINE
DoubleDown, an online gaming studio, added a NoSQL system to 
its data pipeline to prepare data for loading into its data warehouse� 
But this approach meant DoubleDown’s daily event log (user clicks 
and other data generated by gamers’ activities) required long process-
ing times� The company couldnȇt access one dayȇs data until � p�m� 
the next day� Even worse, if one of its data computing clusters went 
down, the company lost data�

DoubleDown chose a system that could directly load its semi- 
structured data without transforming it first, making that data 
 immediately available for Tueries� This improved the Tuality and 
 performance of its data pipeline by getting data to analysts nearly 
��� times faster  ȃ in �� minutes versus �� hours, eliminating nearly 
all of the freTuent failures in the companyȇs previous pipeline, provid-
ing analysts full data granularity instead of periodic aggregates, and 
reducing the cost of DoubleDownȇs data pipeline by �� percent�

DoubleDown analysts now have immediate access to data from 
new product releases for faster, data-driven decisions�
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Adding the Cost of Specialized 
%XVineVVb$nal\ticV 7oolV

�s mentioned in �hapter 3, traditional, on-premises data  warehouses 
aren’t geared to handle the volume, variety, and velocity of today’s 
data. �s a result, organizations operate two data  platformsɉ an 
on-premises, enterprise SlI data warehouse for storage of tradi-
tional relational data, and a SoSlI big data platform, which can run  
on-premises or in the cloud, for storing nonrelational data.

�nfortunately, these newer systems bring a lot of complexity to 
manage and reăuire specialized tools and expertise that aren’t 
nearly as prevalent as SlI tools and expertise. �fter all, SlI has been 
around for decades, while SoSlI systems are relative newcomers.

The ideal cloud data warehousing solution delivers the best of 
both worlds — the flexibility to integrate relational and nonrela-
tional data along with support for the readily available SlI tools 
and skills for ăuerying that data.

�hen you’re in the market for a new data warehouse, consider the 
cost and availability of the skills and expertise reăuired to manage 
the data warehouse as well as the many analytics and other tools 
used in conÛunction with a data warehouse.

Making Allowances for Scaling 
andbElaVticit\

�onventional data warehouses are prone to system slowdowns 
and crashes as users and processes compete for limited resources. 
These systems tightly connect storage and compute onto a  single 
computer cluster ɞa group of computersɟ, making it costly to 
increase one without increasing the other.

Sewer, cloud-built data warehouse solutions provide virtually 
unlimited storage and computeɕ however, consider a data ware-
house that scales storage separate from compute ɞsee ,igure Ȭ-ȩɟ. 
9deally, the cloud data warehouse should scale in three waysɉ

 » Storage: Cloud storage is inherently scalable, easily adMust-
ing the amount of storage to meet changing needs�
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 » Compute: The resources used for processing data loads 
and Tueries should easily scale up or down, at any time, as 
the number and intensity of the workloads change�

 » Users and workloads (concurrency): Solutions with fixed 
computing resources slow as users and workloads increase� 
Organizations are often forced to replicate data into separate 
data marts, shift some workloads outside of normal business 
hours, and Tueue users to preserve performance� Only the 
cloud can enable a data warehouse to “scale out” by adding 
dedicated compute clusters of any size to a near-infinite 
number of users or workloads that all access a single copy of 
the data but without impacting each otherȇs performance�

Iook for a cloud solution that decouples storage from compute, 
so both can scale easily and independently of each other to keep 
costs low. The solution should also scale out, or horizontally, to 
support more users and workloads without harming performance.

Decreasing Delays and Downtime
Qany companies with on-premises solutions have two main 
complaints. They must wait hours or more than a day before data 
collected the previous day is in the warehouse and available. They 

FIGURE �-1: The ideal data warehouse should scale in three ways�
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must wait the same time for a complex ăuery to run on a large 
data set. 9n some cases, multiple concurrent processes can freeze 
or crash the system, extending delays and downtime.

�ith virtually unlimited storage and compute resources, cloud 
data warehouse solutions, architected as dynamically elastic, 
are better eăuipped to scale up, down, and out to meet increased 
demands. 6owever, decreasing delays and eliminating unplanned 
downtime reăuires more than simply ramping up system 
resources. �etter solutions streamline the data pipeline and store 
data to make ăueries run more efficiently without manual tuning.

Iook for solutions that address all these types of performance 
issues and that will minimize  downtime. 6ow ăuickly you can 
access your data and analytics can significantly affect your opera-
tions and your ability to maintain a competitive edge.

Considering the Costs of Security Issues
� single breach can ăuickly turn into a public relations nightmare 
and result in lost business and steep fines from regulatory agen-
cies. �lthough the cloud attracts the fear of security risks, it can 
be more secure than your data center.

9f you opt for an on-premises data warehouse, you’re solely 
responsible for securing sensitive data, which involves careful 
and constant attention to firewall protectionɕ security protocolsɕ 
data encryption, at rest and in transitɕ user roles and privilegesɕ 
and monitoring and adapting to emerging security threats.

"ffective data security is complex and costly to implement, espe-
cially in terms of human resources. ioorly implemented security 
measures expose you to even more costs if breached.

�ecause cloud data warehousing providers serve a number of 
customers, they can afford the expertise and resources to pro-
vide industrial-strength, end-to-end data warehouse security. 
Iook for a provider that ensures industry-standard, end-to-end 
encryption to secure data both at rest and in transit.
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Paying for Data Protection and Recovery
\n-premises data warehouses are vulnerable to data loss from 
eăuipment failure, power outages or surges, theft or vandal-
ism, and disasters ɞfire, flood, earthăuake, and so onɟ. To pro-
tect your data, you must back it up regularly and store backups 
at a remote location. � backup power supply is also necessary to 
 prevent data loss and ensure your data warehouse is always avail-
able to  process incoming data and ăueries. 9f disaster does strike, 
you’ll need skilled personnel in place to recover data, using the 
most recent backups. 9f your data warehouse is mission critical, 
you may also need a geographically separated disaster recovery 
site ɞan additional data centerɟ along with the software, licenses, 
and processes to ensure automatic failover so there’s no gap in 
service.

The cloud provides an ideal solution for data protection and 
recovery. �y its nature, it stores data off premises. Some cloud-
based solutions automatically back up data to two or more sep-
arate physical locations. 9f the data centers are geographically 
isolated, they also provide built-in disaster recovery. �loud data 
centers have redundant power supplies, so they remain up and 
running even during lengthy power outages. �loud providers can 
deliver these protections at a much lower cost than you can, by 
distributing the cost over thousands of clients.

9f you do not want to administer your own data backups, be sure to 
ask your potential cloud data warehouse provider how it  configures 
its service. Iikewise, if you need disaster recovery  protection, 
 confirm the provider’s architecture uses  geographically separated 
centers. �lso ask if your provider offers its solution across mul-
tiple cloud providers in case a disaster reăuires you to switch to an 
instance of your data warehouse in another cloud.
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Comparing Cloud Data 
Warehouse Solutions

The growing adoption of cloud has caused legacy on- premises 
vendors and recent market entrants to offer cloud versions 
of their data warehouse products. Of course, no two solu-

tions are the same. 9n this chapter, we explain some of the differ-
ences and what to look for among cloud data warehouses.

Understanding Approaches to Data 
Warehousing in the Cloud

The following cloud approaches offer significantly different data 
warehouse capabilities:

 » Infrastructure-as-a-service (IaaS): Requires the customer 
to install traditional data warehouse software on computers 
provided by the cloud platform provider� The customer 
manages all aspects of the cloud hardware and data warehouse 
software� The capabilities of the data warehouse are identical to 
the same software deployed using on-premises hardware�

 » Platform-as-a-service (PaaS): With this hybrid approach, the 
data warehouse vendor provides the hardware and software 
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as a cloud service, and the vendor manages the hardware 
deployment, software installation, and software configuration� 
The customer manages, tunes, and optimizes the software�

 » Software-as-a-service (SaaS): The data warehouse vendor 
provides all hardware and software, including all aspects of 
managing the hardware and software� Typically included in 
the service: software and hardware upgrades, security, 
availability, data protection, and optimization�

In all of these scenarios, the task of purchasing, deploying, and 
configuring the data center space, and the hardware to support 
the data warehouse, transfers from the customer to the vendor. 
�eyond that advantage, the benefits and drawbacks of the dif-
ferent offerings vary from ease of use to security and availability.

If a data warehouse provider merely supplies access to its tra-
ditional data warehouse via the cloud, the solution is likely to 
resemble its original, on-premises architecture and functionality.

Comparing Architectures
Qany vendors offer a cloud data warehouse originally designed 
and deployed for on-premises environments. These traditional 
architectures were created long before the cloud and its benefits 
emerged as a viable option. Alternatively, any data warehouse 
solution built for the cloud should capitalize on the benefits of 
the cloud ɞsee ,igure ȭ-ȩɟ. To identify a solution built on a cloud-
optimized architecture, look for the following characteristics:

 » Centralized storage for all data

 » Independent scaling of compute and storage resources

 » Near-unlimited concurrency without competing for 
resources

 » Load and Tuery data simultaneously without degrading 
performance

 » Replicate data across multiple regions and clouds to 
enhance business continuity and simplify expansion

 » Share data without setting up APIs or establishing cumber-
some ETL procedures



CHAPTER 5  Comparing Cloud Data Warehouse Solutions      33

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

 » A robust metadata service that applies across the entire 
system� �Metadata is data about other data, such as file size, 
author, and when it was created�� A cloud-optimized 
architecture also takes advantage of storage-as-a-service, 
where data storage expands and contracts automatically 
and transparently to the user� Data storage designed for 
older architectures is expensive and has limited scalability�

Assessing Data Diversity Management
A key factor driving the adoption of cloud data warehousing stems 
from the growing volume of data that originates in the cloud — 
outside a company’s data center. In most cases, this nonrelational 
data must be transformed before being loaded into a traditional 
data warehouse on premises or in the cloud. This approach adds 
significant complexity and delays to accessing new data.

With this greater volume and variety of data, the cloud has become 
a natural integration point. An ideal way to address this issue is 
with a cloud data warehouse that can handle both relational and 
nonrelational data, and without having to transform the nonre-
lational data or compromise performance during the data loading 
or query processing.

Data must be transformed before it’s loaded into a traditional, 
cloud-based warehouse. Alternatively, the organization must buy 
and maintain an additional system to handle nonrelational data.

FIGURE �-1: +ow a cloud-optimized architecture streamlines performance�
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Gauging Scale and Elasticity
Not all cloud data warehouses feature the same type of elasticity. 
�dvanced solutions can scale up and down, on the fly, and without 
taking the system oķine or putting it into a read-only mode.

Consider the drawbacks of solutions that don’t scale well:

 » A cloud data warehouse that reTuires manual reconfigura-
tion involves careful planning and coordination with the 
vendor to scale resources�

 » Scaling may reTuire downtime or a switch to read-only mode 
to redistribute data and reconfigure the system�

 » Most cloud data warehouse o΍erings bundle compute and 
storage on the same node, reTuiring customers to scale both 
when they need to increase Must one or the other�

 » Most are Ȋcloud-washedȋ versions of on-premises solutions, 
so youȇll have to buy an oversized but underutilized configu-
ration for when you need peak usage� Eventually, youȇll 
exceed the resources available and face costly upgrades�

Comparing Concurrency Capabilities
Concurrency is the ability to perform two or more tasks simul-
taneously or to allow two or more users access to a computing 
 solution. 9n a traditional data warehouse, fixed compute and stor-
age resources limit concurrency. With cloud, however, compute 
and storage are not fixed. �loud-optimized architectures support 
concurrency in the following two ways:

 » Multiple users can Tuery the same data simultaneously 
without degrading performance�

 » Loading and Tuerying can happen concurrently, enabling 
multiple, simultaneous workloads without resource contention�

Ensuring Support for SQL and Other Tools
�lmost all business intelligence ɞ�9ɟɕ extract, transform, and 
load ɞ"TIɟɕ and data analytics tools can communicate with a data 
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warehouse that supports standard SlI.  6owever, not all cloud 
data warehousing solutions fully support standard SlI. ,or exam-
ple, big data solutions positioned as “cloud data warehouses” are 
often NoSQL solutions and have only incomplete or nonstandard 
SQL support. Although supporting these newer analytic tools is 
important, SQL remains the industry standard for querying data. 
Your data warehouse should support SQL tools for data manage-
ment, data transformation, data integration, visualization, BI, 
and other types of analytics.

&KeckinJ %ackXp�5ecoYeU\ SXppoUt
With on-premises and many cloud data warehousing solutions, 
customers must protect their own data with backup and data rep-
lication tools. 6owever, some cloud data warehouse solutions 
include data protection as part of the service.

For optimum protection, look for a solution that automatically 
saves past versions of data or automatically duplicates data 
for use as an online backup. The solution should also allow for 
self-service recovery of lost or corrupted data by way of repli-
cation across regions within the same cloud provider or across 
multiple cloud providers for complete business continuity.

&onȴUPinJ 5eVilienc\ and $YailaEilit\
Resiliency is the ability of the data warehouse to continue to 
 function automatically in the midst of component, network, or 
even data center failure. Availability is the ability users have to 
access the system at all times ɞknown as ɩuptimeɪɟ. �loud data 
warehouse services vary as to how much the customer is respon-
sible for availability and resiliency. At the most basic level, a cloud 
data warehouse service may require the customer to handle sys-
tem monitoring to detect and possibly prevent a failure. The cus-
tomer may also have to administer data replication, so a duplicate 
copy of the data warehouse is available in case of a failure. At 
the other end of the spectrum, the vendor provides monitoring, 
 replication, and automatic failover as part of the service.
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�vailability is also a factor for software upgrades. �ifferent 
 vendors take different approaches during the upgradeɉ

 » %aVic� Customers manage upgrades and related downtime�

 » %etteU� The vendor manages upgrades and informs users of 
upcoming upgrades, so they can plan for the downtime�

 » %eVt� The vendor provides transparent upgrades without 
involving users or subMecting them to any downtime� The 
vendor also allows customers to opt in or out of automatic 
upgrades, so they can receive them when they desire�

Look for how many “9s” of availability the cloud data warehouse 
solution supports ɞȱȱ.ȱ�� percent uptimeɟ.

Optimizing Performance
One of the great promises of the cloud is the ability to have huge 
amounts of resources available that you can pay for only when 
you need them. Look for a cloud data warehouse solution that can 
optimize performance on demand and that eliminates adminis-
trative effort to incorporate new resources.

Steer clear of data warehouses that disrupt or delay activity to add 
or subtract resources. Some solutions also require administrative 
work, including redistributing data and recalculating metadata.

Evaluating Cloud Data Security
The cloud is often perceived as less secure than on-premises 
data storage, yet cloud solutions have gained increasing accep-
tance due to break-ins into “secure,” on-premises data centers. 
These incidents reveal that companies are limited in their ability 
to secure their own data. �loud data warehousing offerings shift 
responsibility for physical data center security to the solution 
vendor, but beware: Security features vary among vendors:

 » Basic cloud data warehouse o΍erings provide only some 
security capabilities, leaving things such as encryption, access 
control, and security monitoring to the customer�
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 » Other solutions o΍er features such as encryption and access 
controls, which customers can choose to turn on, but they 
leave the system vulnerable if not enabled�

 » Cloud data warehouse o΍erings that are more service-oriented 
incorporate features for security and provide encryption, 
encryption key management, key rotation, intrusion detection, 
and more, as part of the service�

Accounting for Administration
Traditional data warehouses reăuire a significant amount of 
the customer’s time, effort, and expertise. \ne or more data-
base administrators ɞ���sɟ must perform software patches and 
upgrades, data partitioning and repartitioning, index manage-
ment, workload management, statistics updates, security man-
agement and monitoring, backups and replication, query tuning 
and rewriting, and more.

At a base level, a cloud data warehouse solution that’s built on 
older, on-premises technology still requires the customer to 
manage all of these aspects. Sewer data warehousing offerings 
reduce or eliminate much of this management overhead through 
new designs and automation.

Enabling Secure Data Sharing
Many businesses can enhance their operations by tapping into 
third-party data repositories, services, and streams. Traditional 
data-sharing methods, such as FTP, APIs, and email, require you 
to copy data and send it to consumers. These cumbersome, costly, 
and risky methods are based on sharing static data, which quickly 
becomes dated and must be continually refreshed with more- 
current versions. �hapter Ȯ details how a cloud-built data ware-
house enables live, governed, and secure data sharing.

Today’s robust data-sharing methods allow you to exchange live 
data without moving it from place to place.
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Allowing Global Data Replication
Data replication creates multiple copies of your data in the cloud. 
6aving this type of global footprint is not only essential for disaster 
recovery and business continuity: It also comes in handy if you want 
to share data with a global customer base without setting up ETL 
pipelines among regions. Top data warehouse vendors allow you 
to easily share data among geographic regions and across multiple 
clouds, including �mazon �eb Services ɞ��Sɟ,  Qicrosoft �zure, 
and .oogle �loud ilatform ɞ.�iɟ. These global replication capabili-
ties broaden your markets, make it easier to engage partners, and 
enable a more complete ecosystem for  analytics and data sharing.

EnVXUinJ :oUkload ΖVolation
A key factor in the speed and performance of a data warehouse 
is its ability to isolate workloads. To be effective, the cloud data 
warehouse should easily configure multiple pools of compute 
resources ɞof varying sizesɟ to separate the workloads of users 
and processes that need to run concurrently. This eliminates 
 contention and provides resources sized to each workload. Ideally, 
these separate workloads should access the same data simultane-
ously and turn on and off easily, based on need.

Enabling All Use Cases
9n traditional environments, different data systems handle dif-
ferent use cases — a data warehouse for operational reporting, 
data marts for departmental reporting and analytics, data lakes 
for data exploration, and specialized tools for activities such as 
predictive analytics. Each of these requires hardware, a copy of 
data, individual management, and so on.

To bring these diverse use cases together in the cloud, a data 
warehouse should support fast and efficient ways to clone multi-
ple copies of tables, schema, and databases but without incurring 
the headache and cost of storage involved with traditional forms 
of duplicating data. A cloud data warehouse should also make it 
easy to recover from errors or problems created by data trans-
formation jobs with  features such as time travel, which enables 
simple access and rollback to previous versions of data.
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Enabling Data Sharing

Data sharing is the act of providing access to data — both 
within an enterprise and between enterprises that have 
determined they have valuable assets to share. The organi-

zation that makes its data available, or shares its data, is a data 
provider. The organization that wants to use the shared data is a 
data consumer. �ny organization can be a data provider, a data 
consumer, or both.

In addition to all the data organizations generate and share inter-
nally, many enhance their operations by tapping into third-party 
data repositories, services, and streams. ,or example, a financial 
services organization might tap into various market, financial, and 
economic indicators to create better data models, which in turn 
help it create new product offerings for its customers.

There’s an abundance of potential value to unlock from the 
world’s burgeoning data sources, internally and through external 
marketplaces and exchanges. �ntil recently, however, no technol-
ogy existed for sharing data without a significant amount of risk, 
cost, headache, and delay. �lthough the commercial use of data 
sharing has been around for nearly a century, all methods to date 
have been limiting. 9magine the possibilities if all organizations 
could have on-demand access to ready-to-use, live data and could 
make immediate use of it. �ata would no longer have to be decon-
structed by the data provider, moved to the data consumer, and 
reconstructed by the data consumer. 9t would be instantly acces-
sible and ready to use inside a secure, governed environment.
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Confronting Technical Challenges
Traditional data sharing methods, such as ,ile Transfer  irotocol 
ɞ,Tiɟ, cloud storage ɞ�mazon S3, �ox, �ropbox, and othersɟ, 
application programming interfaces ɞ�i9sɟ, and email, reăuire 
you to make a copy of the shared data and send it to your data con-
sumers. These cumbersome, costly, and risky methods produce 
static data, which ăuickly becomes dated and must be refreshed 
with more current versions, reăuiring constant data movement 
and management.

Sew data sharing technologies enable organizations to easily 
share slices of their data, and receive shared data, in a secure and 
governed way. They don’t reăuire data movementɕ extract, trans-
form, load ɞ"TIɟ technologyɕ or constant updates to keep data 
current. There’s no need to transfer data via ,Ti or to configure 
�i9s to link applications. �ecause data is shared rather than cop-
ied, no additional cloud storage is reăuired. �ith this new archi-
tecture, data providers can easily and securely publish data for 
instant discovery, ăuery, and enrichment by data consumers, as 
shown in ,igure Ȯ-ȩ.

� multitenant cloud-built data warehouse supplies the ideal plat-
form for a data sharing service because it enables authorized 
members of a cloud ecosystem to tap into live, read-only ver-
sions of the data. �ata providers can share data with vendors, 
supply chain partners, logistics partners, customers, and many 
other constituents. These cloud-built solutions leverage the latest 
advancements in cloud computing and data warehousing. mather 
than physically transferring data to internal or external consum-
ers, the warehouse enables read-only access to a governed portion 
of the live data set via SlI.

FIGURE �-1: An efficient architecture for real-time data sharing�
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Achieving Data Sharing Success
Qost organizations that embark on a data sharing Ûourney follow 
a familiar progression:

1. Internal collaboration: Data is shared within the company 
among its business units and subsidiaries, improving 
collaboration and breaking down data silos�

2. Business insights: +aving more-complete data improves 
collaboration and drives better business insights as data 
sharing becomes the norm�

3. Customer analytics: The company builds customer-facing 
analytics to improve the value of a product or service ȃ the 
first step toward data monetization�

4. Advanced analytics: As customers reTuest more data, the 
company develops custom analytics services to provide 
customers with rich information from its data�

5. Data services: The company leverages internal data sets to 
also provide customers with data augmentation services, 
such as data modeling, data enrichment, and data analytics�

6. Data exchange: The company looks for ways to improve its 
data products by sourcing external data and o΍ering its data 
products to a wider audience, typically via a data marketplace 
or data exchange�

Monetizing Your Data
Qost organizations already share data or plan to do so, but they 
might overlook how to monetize their data. There’s an immense 
and rapidly expanding marketplace for monetizing data. 9n 9��’s 
ɩȪ0ȩȱ iredictions for �igital Transformation,ɪ the research firm 
predicted that 80 percent of enterprises will create data manage-
ment and monetization capabilities by Ȫ0Ȫ0, and that by Ȫ0Ȫ3,  
95 percent of entities will have incorporated new digital key 
 performance indicator ɞGi9ɟ sets.

�ith the right data sharing architecture, you can easily analyze 
more of your data to discover new products, services, and market 
opportunities.
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MAXIMIZING REVENUE 
OPPORTUNITIES
Environics Analytics is one of North Americaȇs leading data analytics 
companies� To deliver data-driven insights to more than �,��� clients, 
Environics ingests and analyzes large amounts of demographic, 
 location, and consumer data�

Environics recently moved these analytic activities into a cloud-built 
data warehouse that can handle any amount of data and any number 
of workloads� An embedded data exchange service enables customers 
to discover and instantly obtain new data� According to Sean +oward, 
senior vice president of product development at Environics, having a 
secure data sharing service o΍ers a convenient data-delivery mecha-
nism and presents immense opportunities for growing revenue� The 
cloud platform Tuickly scales up or down to meet each userȇs analytic 
needs ȃ without help from the IT team�

Previously, data scientists at Environics stored data sets on their com-
puters and shared finished products with clients via FTP, which cre-
ated internal confusion and inhibited growth� Exploring massive data 
sets containing billions of rows of events reTuired constant support 
from the IT team to install hardware, build SQL server environments, 
optimize Tuery performance, and monitor the usage of storage and 
compute resources�

Now, having an analytic environment that scales on demand allows 
data scientists to confidently prototype large data sets from any 
industry, source, or file type� They can convert billions of raw data 
points into viable data products� The secure data sharing service 
boosts customer loyalty, reduces fulfillment costs, and eliminates 
unnecessary file transfers ȃ while dramatically simplifying version 
management�

Retailers, banks, credit unions, real estate firms, nonprofits, and 
 government agencies use the data exchange to help them make 
informed decisions about consumers and markets� Environics is now 
experimenting with Internet of Things �IoT� data and other big data 
sources, thanks to a continuous data ingestion service that expedites 
data loading and enables near real-time analytics� ȊParticipation in  
the data exchange will drive real business growth and help us get our 
data in front of more potential clients,ȋ +oward said�
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Maximizing Options with 
a Multi-Cloud Strategy

Having a data warehouse that can span multiple regions and 
multiple clouds offers tremendous advantages for data 
sharing, business continuity, and geographic penetration. 

�ccording to the ɩȪ0ȩȱ State of the �loudɪ meport by ,lexera, 
ȰȬ percent of organizations have a multi-cloud strategy, reflect-
ing the realities of the market. �hether it’s �mazon �eb Services, 
Qicrosoft �zure, or .oogle �loud ilatform, each cloud service 
addresses slightly different needs.

,or organizations that want global reach with their data ware-
house, a cross-cloud strategy makes senseɉ 9t enables the free 
and secure movement of data anywhere in the world while also 
allowing you to select cloud storage vendors that best meet your 
needs. ,or example, each of the departments within your orga-
nization might have uniăue cloud reăuirements. mather than 
demand all business units use the same provider, a multi-cloud 
strategy allows each unit to use the cloud that works best for that 
unit. 9f this flexibility is important to you, look for a provider that 
supports multiple cloud environments and offers cross-cloud 
support.
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Understanding Cross-Cloud
Multi-cloud means you can store your data in several different 
clouds. Cross-cloud means you can access data from all of those 
clouds simultaneously, seamlessly migrate analytic operations 
from one cloud to another, and share data among clouds. This is 
the holy grail of cloud data warehousing because you aren’t tied 
to one cloud vendor. �hy is this so importantɑ

 » It’s a strategic advantage for global companies because not 
all cloud providers operate in all regions.

 » It’s useful if you acquire a company that has standardized on 
a cloud di΍erent from the one youȇre using�

 » If you plan to share or monetize your data, you’ll expand 
your addressable market if you have a unified data manage-
ment platform that spans regions and clouds.

9n the following sections, we review the technologies that make a 
cross-cloud data warehouse possible.

�ork with a data warehouse vendor that’s done the hard work to 
resolve the differences among cloud configurations and built its 
solution on a common code base that spans all clouds.

Leveraging Global Replication
Data replication is the process of storing data in more than one 
location to ensure data availability during a regional outage. 9t’s 
also the fundamental technology that allows you to share data 
across regions and clouds. Data warehouses need advanced data 
replication technology to maximize regional deployment options, 
enable business continuity, and expand operations worldwide.

�our data warehouse platform should make cross-region and 
cross-cloud replication possible, without reducing the perfor-
mance of operations against your primary data.
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Minimizing service disruption
�ross-cloud data warehouse replication is important for business-
critical disaster recovery scenarios. 9n the event of an  outage, it 
ensures you can instantly resume data processing activities with-
out incurring any downtime ɞsee ,igure ȯ-ȩɟ. 6owever, without 
the right data replication technology, restoring geo-backups for 
large data warehouses can take hours or days. �ill that meet your 
recovery time obÛectivesɑ

�sk your data warehouse vendor if it supports instant access and 
recovery for databases of any size, in any cloud, and in any region. 
9f a disaster occurs in a particular part of the world, you should be 
able to immediately access data replicated in a different region or 
cloud service. ,ind out if your data warehouse provider replicates 
databases and keeps them synchronized across cloud platforms 
and regions.

Supporting multiple clouds
�ata portability is a widespread challenge for all organizations 
that have large amounts of data. "ach public cloud provider has 
different levels of regional penetration. Qoving data and work-
loads among geographic regions and clouds is easier with a cross-
cloud architecture.

�ata portability simplifies regulatory compliance if your indus-
try reăuires your data remain within a certain country or region. 
Qerging with or acăuiring another company that might have a 
different cloud vendor is also easier in this case.

FIGURE �-1: Global data replication ensures business continuity during outages.
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Meeting data sovereignty
�s your company grows, you might want to locate your data-
processing operations within the regions you serve. 6aving a 
multi-cloud strategy gives you the flexibility to select the cloud 
that’s strongest in each region, so you can set up an architecture 
that minimizes latency, upholds geo-residency reăuirements, 
and complies with data sovereignty mandates. �ou’ll be able to 
expand your operation into remote regions without sacrificing 
access to data, and you’ll discover the value of a single source of 
truth for your entire organization.

�ata replication also makes sharing and monetizing data and 
bringing partners into an exchange easier, all while upholding 
the fundamental principle of data sharingɉ �ata exists locally in a 
single source, from which it can be accessed rather than moved.

Simplifying security
�hen working with multiple clouds, how do you ensure the same 
security configurations and techniăues apply to all of your cloud 
providersɑ �ill you have to resolve differences in audit trails and 
event logsɑ �ill your cybersecurity experts have to deal with 
 different rule sets, or tinker with multiple key management 
systems to encrypt dataɑ � unified code base spanning all cloud 
platforms simplifies all of these operations. �ou won’t need to 
hire people with uniăue skillsets or maintain familiarity with the 
nuances of multiple clouds.

Advanced replication technology allows you to easily share data 
among many regions and across different vendor clouds  —  
 without setting up data pipelines, copying data, or resolving 
 differences in security. This broadens your markets, makes it 
easier to engage partners, and gives you a robust ecosystem for 
analyzing and sharing data.



CHAPTER 8  Securing Your Data      47

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Chapter 8

IN THIS CHAPTER

 » Establishing comprehensive data 
security

 » Complying with privacy regulations

 » 9eUiI\inJ atteVtationV and ceUtiȴcationV

 » Improving data retention, protection, 
and availability

Securing Your Data

The facts about cloud security: In most instances, your data is 
safer in the cloud than it is in your own data center. A 2019 
survey of IT executives by Deloitte, authored by a team 

including Tom Davenport, Ashish Verma, and David Linthicum, 
found more than 90 percent of organizations primarily keep their 
data on cloud platforms. Data security and governance were the 
top drivers for organizations to migrate their data to the cloud, 
the survey found.

SaaS cloud providers serve thousands or even millions of custom-
ers. They can afford the resources to provide industrial-strength, 
end-to-end data security. However, not all cloud providers put 
the effort into securing your data. Iook closely, and you’ll see 
security capabilities vary widely.

Exploring the Fundamentals
Protecting your data and complying with pertinent regulations 
must be fundamental to the architecture, implementation, and 
operation of a cloud data warehouse service. All aspects of the 
service must be centered on protecting your data as part of a 
multilayered security strategy that considers both current and 
evolving security threats. This strategy should address external 
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interfaces, access control, data storage, and physical infrastruc-
ture in conjunction with comprehensive monitoring, alerts, and 
verifiable cybersecurity practices.

Encrypting data by default
Encrypting data means applying an encryption algorithm to 
translate the clear text into cipher text. This is fundamental to 
security. Encrypt data from the time it leaves your premises, 
through the 9nternet, and into the warehouseɉ when it’s stored 
on disk, when it’s moved into a staging location, when it’s placed 
within a database obÛect, and when it’s cached within a virtual 
data warehouse. Query results should also be encrypted. All of this 
should be built in, not an option.

The vendor should also protect the decryption keys that decode 
your data. The best service providers employ AES 256-bit encryp-
tion with a hierarchical key model. This method encrypts the 
encryption keys and instigates key rotation that limits the time 
during which any single key can be used.

Your data likely lives in many locations. You have to protect and 
control the data flow at each point. �ll data must be encrypted 
end-to-end and automatically, in transit and at rest.

Applying access control
Securing data is just one aspect of comprehensive security. Data 
breaches often result from users selecting weak passwords cou-
pled with rudimentary authentication procedures. A cloud data 
warehouse service should always authorize users, authenticate 
credentials, and grant users access only to the data they’re autho-
rized to access.

The starting point is role-based access control, which ensures users 
can access only the data they’re permitted to see. �ccess con-
trol should be applied to all database objects including tables, 
schemas, and any virtual extensions to the data warehouse. For 
maximum convenience and security, your cloud data warehouse 
should also provide multifactor authentication, which requires sec-
ondary verification such as a one-time security code sent to a 
user’s mobile phone.

Single sign-on procedures and federated authentication make it 
easier for people to log in to the data warehouse service directly 
from other sanctioned applications. Federated authentication 
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centralizes identity management and access control procedures, 
making it easier for your team to manage user access privileges.

�our cloud data warehouse vendor shouldn’t have access to unen-
crypted customer data unless you explicitly grant that access.

3atcKinJ� XpdateV� and netwoUk 
monitoring
Software patches and security updates must be installed on all 
pertinent software components as soon as those updates are 
available. The vendor should also deploy periodic security testing 
(also known as penetration testing) by an independent security 
firm to proactively check for vulnerabilities.

Physical security measures in the data center should include bio-
metric access controls, armed guards, and video surveillance to 
ensure no one gains unauthorized access. All physical and vir-
tual machines must be further controlled with rigorous software 
procedures for auditing, monitoring, and alerting. As an added 
protection, file integrity monitoring ɞ,9Qɟ tools ensure critical 
system files aren’t tampered with, and 9i address whitelists ena-
ble you to restrict access to the data warehouse to only trusted 
networks. (A whitelist is a list of email addresses or domain 
names from which an email blocking program will allow mes-
sages to be received.)

Security “events,” generated by cybersecurity monitoring sys-
tems that watch over the network, should be automatically logged 
in a tamper-resistant security information and event manage-
ment ɞS9"Qɟ system. �utomatic alerts should be sent to security 
personnel when suspicious activity is detected.

Ensuring data protection, retention, 
and redundancy
In case of a mishap, you should be able to instantly restore or 
query previous versions of your data in a table or database within 
a specified retention period, as governed by your service-level 
agreement (SLA) with the cloud data warehouse provider. A com-
plete data-retention strategy should go beyond duplicating data 
within the same cloud region or zone: It should replicate that data 
among multiple availability zones for geographic redundancy. 
Optionally, automatic failover to these other zones can ensure 
continuous business operations.
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Requiring tenant isolation
If your data warehouse vendor uses a multitenant cloud environ-
ment, in which many customers share the same physical infra-
structure, make sure each customer has a virtual data warehouse 
isolated from all other data warehouses. For storage, this isolation 
should extend down to the virtual machine layer: Each custom-
er’s data storage environment should be isolated from every other 
customer’s environment, governed by independent directories 
and uniăue encryption keys. Some vendors also offer dedicated 
virtual private networks ɞ�iSsɟ and bridges from a customer’s 
systems into the cloud data warehouse. These dedicated services 
ensure the most sensitive components of your data warehouse are 
completely separate from those of other customers.

Maintaining governance  
and compliance
Data governance ensures corporate data is properly accessed and 
used, and that day-to-day data management practices comply 
with all pertinent regulatory requirements. Governance poli-
cies establish rules and procedures to control the ownership and 
accessibility of your data. The types of information that com-
monly fall under these guidelines include credit card information, 
Social Security numbers, dates of birth, IP network information, 
and geolocation coordinates.

Demanding attestations  
and ceUtiȴcationV
�ompliance is not Ûust about robust cybersecurity practices. 9t’s 
also about ensuring your data warehouse provider can prove it has 
the required security procedures in place. Data breaches can cost 
millions of dollars to remedy and permanently damage relation-
ships with your customers.

Industry-standard attestation reports verify cloud vendors use 
appropriate security controls. For example, a cloud data  warehouse 
vendor needs to demonstrate it adequately monitors and responds 
to threats and security incidents and has sufficient incident 
response procedures in place ɞsee ,igure Ȱ-ȩɟ.
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9n addition to industry-standard technology certifications such 
as ISO/IEC 27001 and SOC 1/SOC 2 Type II, verify your cloud pro-
vider also complies with all applicable government and indus-
try regulations. Depending on your business, this might include 
PCI, HIPAA/Health Information Trust Alliance (HITRUST), and 
,edm�Qi certifications.

Ask for proof, and make sure your vendors provide a copy of the 
entire report for each pertinent standard, not just the cover letters. 
,or example, the S\� Ȫ Type 99 report verifies that appropriate 
technical and administrative controls have been in place consis-
tently for the last 12 months. The PCI-DSS attestation of compli-
ance reveals whether your vendor properly stores and processes 
credit card information. If you handle protected health informa-
tion, require that your vendors comply with HIPAA guidelines.

Compliance and attestations prove your data warehouse vendor is 
serious and transparent about security.

Cloud vendors should also supply evidence that third-party soft-
ware vendors they work with are compliant and that they perform 
regular security audits. Your data is only as secure as the weakest 
link in the technology chain, so ensure all players have robust 
security controls in place and comply with industry-standard 
security practices. If any proof of compliance is missing, acquire 
supporting documentation.

FIGURE �-1: Verify that all data traffic is encrypted and secure, and that  
your cloud providers hold all relevant certifications�
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Work only with cloud providers that demonstrate they uphold 
industry-sanctioned, end-to-end security practices, confirmed 
by independent auditors. These compliance considerations should 
comprise your minimum requirements for this important data 
repository.

Insisting on a Comprehensive  
Security Posture

Doing security well is expensive and requires specialized knowl-
edge. Equipment failures, network breaches, and maintenance 
mishaps can result in data loss and introduce inconsistencies into 
your data. A comprehensive security practice encompasses many 
aspects. Your cloud data warehouse vendor should have proce-
dures for safeguarding against accidental or intentional destruc-
tion. Some  vendors provide rudimentary security capabilities, 
leaving encryption, access control, and security monitoring to 
you, the customer. Security should be a foundation of the data 
warehouse serviceɕ you shouldn’t have to do anything extra to 
secure your data.

� vendor transparent about its security certifications is much 
more likely to have a solid security program.
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Minimizing Your Data 
Warehouse Costs

In this chapter, we examine how to run a cloud-built data ware-
house and how your data warehouse vendor can help you min-
imize costs over the long term.

0iniPi]inJ tKe &oVt oI StoUaJe
The more data you can store, the deeper the insights you can 
derive. Fortunately, cloud storage from Amazon, Microsoft, and 
Google has become relatively inexpensive, so you should not feel 
limited in the amount and types of data you store. Examine the 
terms to ensure your cloud data warehouse vendor isn’t  marking 
up these raw storage costs. The vendor should pass through the 
list prices direct to you. Your warehouse vendor can provide 
 additional value by compressing your data threefold to fivefold. 
Threefold compression means you have one-third of the amount 
of data to store, at one-third the cost.



54      &loXd 'ata :aUeKoXVinJ )oU 'XPPieV� 2nd Snowflake Special Edition

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Examine terms of the usage agreement: You should have to pay 
only for storage you use, not for excess or “reserved” storage 
capacity. You also shouldn’t pay to clone databases within your 
data warehouse for development and testing activities. You should  
be able to reference, not copy, your data multiple times and there-
fore not have to pay extra for storage.

Your cloud data warehouse should also allow you to store and 
ăuery structured and semi-structured data such as ES\S. ,inally, 
look for a vendor that offers multi-cloud capabilities, because 
that can save future costs if you migrate your data warehouse to 
another cloud storage environment.

0a[iPi]inJ &oPpXte Eɝcienc\
Compute resources are more expensive than storage resources, 
so your data warehouse service should allow you to scale each 
resource independently and make it easy to spin up exactly the 
compute resources you need under a usage-based pricing model. 
The vendor should bill you only for the resources you use — down 
to the second — and automatically suspend compute resources 
when you stop using them, to avoid runaway costs. Usage-based 
versus subscription-based pricing allows you to choose how you 
consume resources.

Flexible terms should also allow you to “right-size” your compute 
clusters to each workload. If you’re running an extract, transfer, 
load (ETL) job with low compute requirements, you can match 
a small cluster to that workload rather than incur the cost of an 
overprovisioned cluster. If you need to test new machine learn-
ing modules, you can utilize a large cluster. This gives you fine-
grained scalability for each workload while minimizing usage 
costs. Your warehouse will cost less to run than on-premises 
warehouses and their cloud-versioned cousins that crawl along, 
use huge resources, and produce limited results. Workloads will 
not slow, or even stall, thanks to compute clusters dedicated to 
each workload.
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Six Steps to Getting 
Started with Cloud Data 
Warehousing

In this chapter, we guide you through six key steps to choosing 
a cloud data warehouse for your organization. The process 
begins with evaluating your data warehouse needs and con-

cludes with testing your top choice. By the end, you’ll have a plan 
to help you choose your solution with confidence.

Step 1: Evaluate Your Needs
The data warehouse that’s right for you should meet your current 
needs and be able to accommodate your future needs. Therefore, 
consider the nature of your data, the skills and tools already in place, 
your usage needs, the future plans for your business, and how a 
data warehouse can take your business further than you imagined:

 » Data: What types of data must the data warehouse contain? At 
what rate is new data created? How often will data move into 
the warehouse? What crucial data can’t you access today?
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 » Fit with existing skills, tools, and processes: What tools and skills 
from your team will apply to the various cloud data warehouse 
options? What processes will a cloud data warehouse impact?

 » Usage: Which users and applications will access the data 
warehouse? What types of queries will you run? How much 
data will users need to access, and how quickly? How will 
workloads vary over time? What performance do your users 
and applications require? How many users should access the 
data warehouse but don’t today due to resource constraints?

 » Data sharing: Do you plan to securely share data across your 
organization and with customers and/or partners? If so, what 
types of data will you share, and will you create a data 
marketplace or exchange to also monetize data? Will you allow 
these data consumers to access raw data, or will you enrich 
that data by also o΍ering data services such as analytics"

 » Global access: Do you plan to store data in a public object 
store, such as Amazon S3, Microsoft Azure, or Google Cloud 
Platform" Do you have specific functional, regional, or data 
sovereignty requirements that necessitate maintaining these 
relationships? Do you need a cross-cloud architecture to 
maximize regional deployment options, to bolster disaster 
recovery, or to ensure global business continuity?

 » Resources: What human resources are available to manage 
the data warehouse? How much investment do you wish to 
make to monitor and manage availability, performance, and 
security? Do you have focused expertise with data warehouse 
development and testing, or a DevOps team to streamline this?

Step 2: Migrate or Start Fresh
Every cloud data warehouse project should start with assessing 
how much of your existing environment should migrate to the 
new system and what should be built new for a cloud data ware-
house. These decisions may address everything from design of the 
extract, transform, and load (ETL) processes to data models and 
software development lifecycle methods. Consider:

 » Is this a brand-new project? If so, it often makes sense to 
design the project to take full advantage of the capabilities 
of a cloud data warehouse rather than carry forward an 
existing implementation with constraints.
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 » Which parts of your current system cause the most 
headache? A well-planned migration could focus on moving 
the most problematic workloads to the cloud data ware-
house first� Or, you may want to migrate the more straight-
forward workloads to get quick wins.

 » What aspects of your current system accommodate 
constraints no longer present with a cloud data ware-
house? Tools and processes designed to work around 
resource constraints, to avoid the disruptive e΍ort reTuired 
to add capacity, or to optimize cost may be unnecessary with 
the right cloud solution.

 » How do current users and applications access the data 
warehouse? Users and applications that rely on industry-
standard interfaces, such as SQL, and use standard ETL and 
business intelligence tools, will experience less change 
adapting to a new approach.

 » How are your data and analytics requirements likely to 
change in the future? A solution built to evolve is likely to 
be around longer than expected and will reveal new 
opportunities that capitalize on advanced capabilities such 
as secure data sharing and global data access.

If you have a large and complex traditional data warehouse, migrate 
a small part of the system to get comfortable with using a cloud data 
warehouse. Then you can iteratively expand your cloud footprint.

Step 3: Establish Success Criteria
How will you measure the success of moving to a new cloud data 
warehouse? Choose important business and technical require-
ments. Criteria should focus on performance, concurrency, sim-
plicity, and total cost of ownership (TCO).

If your new cloud data warehouse has capabilities not available in 
your previous system, and those capabilities are relevant to eval-
uating the business and technical success of your new solution, be 
sure to include them.

As you establish the success criteria of your new solution, deter-
mine how you’ll measure that success by deciding which criteria 
are ăuantifiable and which are ăualitative, how you’ll measure the 
ăuantifiable criteria, and how you’ll assess the ăualitative criteria.
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Step 4: Evaluate Solutions
Once you determine your data warehouse needs and success  
criteria, you’re ready to start evaluating solutions. Throughout 
this book, we detail the differences between available options  
ɞsee �hapters 3, Ȭ, and ȭɟ. �s you compare, make sure they meet 
the following criteria:

 » Addresses current and future needs

 » Integrates structured and semi-structured data, stores it all 
in one place, and avoids creating data silos

 » Supports existing skills, tools, and expertise

 » Guards against data loss and enables easy data recovery

 » Secures your data with industry-standard password 
protection and encryption

RESOLVING LATENCY ISSUES
White Ops is a leading provider of cybersecurity services. Unlike tradi-
tional approaches that employ statistical analysis, White Ops combats 
criminal activity by di΍erentiating between robotic and human inter-
action, working to uncover and characterize new fraud patterns. This 
constant process requires storing and processing massive amounts of 
data.

White Ops had previously relied on NoSQL systems to store and pro-
cess that data. However, the latency for results was at least 24 hours, 
depending on the workload. The more requests, the longer the 
delays.

To increase productivity and performance, White Ops implemented a 
cloud data warehouse with SQL as its core language and delivered as 
a service. The data warehouse enables White Ops to have all data in 
one place, scale elastically, query diverse data with standard SQL, and 
accelerate the evolution of its fraud prevention o΍erings�

White Ops can now consolidate and scale massive amounts of data, 
enable access to data without relying on specialists with deep pro-
gramming skills, and help its customers avoid the devastating e΍ects 
of online fraud.
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 » Ensures data and analytics are always available

 » Streamlines the data pipeline so new data is available for 
analysis in the shortest possible amount of time

 » Optimizes time to value, so you can reap the benefits of your 
new data warehouse as soon as possible

 » Dedicates resources to isolated workloads

 » Shares data without having to copy or move live data and 
easily connects data providers and consumers

 » Replicates databases and keeps them synchronized across 
accounts, cloud platforms, and regions to improve business 
continuity and streamline expansion

 » Provides zero-copy database cloning for development and 
testing, and to support multiple use cases, such as reporting, 
data exploration, and predictive analytics

 » Makes it easy to recover lost data due to errors or attacks by 
rolling back to previous versions of data

 » Scales compute and storage independently and automati-
cally, and scales concurrency without slowing performance

Step 5: Calculate TCO
If you choose a cloud data warehouse based on price, consider the 
TCO for a conventional data warehouse, which includes the cost of 
licensing, typically based on the number of users; hardware (serv-
ers, storage devices, networkingɟɕ data center ɞoffice space, elec-
tricity, administration, maintenance, and ongoing management); 
data security (password protection and encryption); solutions to 
ensure availability and resiliency; support for scaling and concur-
rency; and creation of development and staging environments.

For some solutions, you might need to consider additional costs, 
such as building and managing multiple data marts, having  
multiple copies of data in different data marts, training people, 
having multiple systems (for example, SQL and NoSQL) to handle 
diverse data, and so on.

Calculating the costs of cloud data warehouse options is usually 
easier, but it varies according to the vendor’s services.  Assuming 
you outsource everything to the vendor by choosing a data-  



60      Cloud Data Warehousing For Dummies, 2nd Snowflake Special Edition

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

warehouse-as-a-service (DWaaS), you can calculate the TCO based  
on the monthly subscription fee. If you opt for an infrastructure- 
as-a-service (IaaS) or platform-as-a-service (PaaS) solution 
ɞsee �hapter ȭɟ, you need to add the costs of whatever software, 
administration, and services the solution doesn’t include.

Organizations typically calculate the TCO over the expected life-
time of the data warehouse, which is commonly one to three years. 
� key caveatɉ ieople often assume a cloud system runs ȪȬɖȯ and 
at high capacity, overlooking the savings possible when a cloud 
solution is scaled up and down dynamically in response to chang-
ing demand, and only charges by the second.

Step 6: Set Up a Proof of Concept
�fter investigating different cloud data warehouse options, view-
ing demos, asking questions, and meeting with each vendor’s 
team, do a proof of concept (PoC) before you choose. A PoC tests 
a solution to determine how well it serves your needs and meets 
your success criteria. Think of it as a test drive. It typically lasts 
a day or two, but it can be conducted over the course of several 
weeks. You request a PoC from a prospective vendor with the gen-
eral understanding that if the solution performs satisfactorily, 
you’ll buy the product. Or, in the case of cloud data warehousing, 
you’ll subscribe to the service.

When setting up your PoC, list all requirements and success 
 criteria — not Ûust the issues you’re trying to resolve, but every-
thing possible with a cloud solution.

Develop a comprehensive checklist of data warehousing needs 
and your success criteria as a starting point. Make sure the new 
data warehouse does everything your current data warehouse 
does but better, and that it overcomes the drawbacks of the cur-
rent system. If you do a PoC with multiple vendors, use the same 
checklist for each.
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